manual version 1.0




Contents

EtherHound Hardware..........cccccvmiiiiiiiriii i s s s s s s s nmnaas 2
EtherHound Software.............coimimiiii s s s s s s s e 2
Introduction..........cccviiiiiicr s s rrnanana 3
Minimum System Requirements...........ccciriiiimiiciiicrnrsi s s s s nas 4
Server Application..........c.cveveiiiiiiii s e s e 4
Getting Started...........c.cooe i 4
1T T 1 4
£ 113 5
Adding @ SENSOL.......ciiuieiiriireii st r s n s e ararnnra R rnnE 6
Editing @ SeNSOr........veveieicicicir v rrere e s s s s s s s s rmrnnnnn e 7
Deleting @ SeNSOr.......cuureirireirrmirnrarrns s s ras s ras s as s s s ns s nnrarnnrannnnnnnnr 8
USer ACCOUNTS. ... ...uueieiiiiiiiier i s s s e s s s r s s s s msa s s s nnnnsasnns 8
Adding a User ACCOUNL........ccceimrururererermsmsn s s rermrnsss s snrasmsnsnsnssnsnsasnsnsnsnnns 8
Editing a User ACCOUNt.........cccovuiererereieinn s s s s s s s s s r s mnnnnns 8
Deleting a User AcCoUNt.........c.cccvumimieierrnimrre s rese s nsmsesesasansnsmsasnsannns 9
1 2L T 9
211 T T o 9
Server Settings.......cciviiiiiiirsi 9
Client Application...........c.coiieiimiiin i s s s rarna e 10
Getting Starting...........c.cvviiii s e 10
Main DSiplay......cveereirreirrmirrnir s nn 1
Realtime..........ccooiiiiiii s s s r e e s s raranananns 12
Normal Mode........cceumimiiiiii i s s s s s s e s s s m s nm s nn s mnmnns 12
Showcase MOUe. ..........vurereririimerar s s s rre s s s s s s s s rasmsmsmrnns s snsnsmnnnns 12
L ] (1R 13
Generating Reports.......ccvireirereirreirereirresr s s s s rnrarannrnns 13
SettiNgS....ureiieiir e e na 14
£ 11111 T 14
T T T 15
Threshold...... ..o s s s s s rmrmn e 15
1T 16

Page 1



EtherHound Hardware

Dry Contacts - Close
when cell phone is
detected to trigger
external alerts

LED - Solid green when (normally open)
ethernet connection is
established in software

LED - Solid green when
a cell phone is detected

Unique Device
SMA Connector for MAC ID
omni-directional

antenna

Ethernet Port
10BASE-T
100BASE-T
Requires PoE
(Power over
Ethernet) switch
to power the unit
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EtherHound Software User Manual

Introduction

The EtherHound sensor detects cellphone transmissions within a certain specified area.

Deployment of multiple EtherHound sensors creates a sensor network which can be monitored by the
EtherHound application software.

Standard use of EtherHound sensors require two software applications. A server application runs on a
network server with access to all of the EtherHound sensors through TCP/IP. This applications
maintains a connection with each of the sensors and collects data to be stored in an SQL database.

EtherHound Server

File Settings Help

Clients Currently Connected: EDIT USER ACCOUNTS

Registered Sensors: _ Packets Received

2
EDIT SENSOR LIST
2

Sensors Connected to Server: _

Records Written 500

Name Description / Location MAC Address IP Address Alert Mode  Alert Threshold Output f(MHz) Value Status Last Reading
Boris Lab #1 | Z 9 8 Enabled Alerts Only 4 d
Natasha Lab #2 00-2 -49 9 8 Enabled Alerts Only

10/7/2011 14:38;
10/7/2011 14:38;
10/7/2011 14:38;

[t @ & ) 251PM f

The server application also communicates to any number of client applications running on remote
machines. It will pass requested information from/to the clients as well as the sensors.

There is also a client application which runs remotely and receives information on the sensor network.
It can also be used to change the settings of the sensors on the network given the appropriate user
access.



Minimum System Requirements

Server Application

oS Windows Vista/Windows 7
CPU 2.6 GHz processor
Memory 4GB
HDD 500GB
Display 1280x1024
Client Application
oS Windows Vista/Windows 7
CPU 2.6 GHz processor
Memory 2GB
HDD 300GB
Display 1280x1024

SERVER APPLICATION

As stated before, the server application runs on a network server with access to all of the EtherHound
sensors through TCP/IP. This applications maintains a connection with each of the sensors and collects
data to be stored in an SQL database.

The server application also communicates to any number of client applications running on remote
machines. It passes requested information from/to the clients as well as the sensors.

Getting Started

Install the server application by running the setup.msi installer from the secure digital card media
provided. This file will be in the EtherHound server folder.

After installation, run the application. The first time the application is run, the EtherHound server
(EHS) will announce that a database has been created.

There will be one user account by default. See the 'User Account' section for adding new users. There
will be no sensors registered. See the 'Sensors' section for adding sensors.

MAIN DISPLAY

The top of the main display screen will show the number of clients connected and the number of
sensors connected. It will also show the number of packets received from all sensors and the number of
these packets written to the database. Packets are written in batches to the database to reduce the
processing overhead drain on the processor of the PC. There are also buttons to edit sensors and users.



# EtherHound Server C=AEoA X

File Settings Help

Logout

Clients Currently Connected EDIT USER ACCOUNTS

Registered Sensors: Packets Received: 2594
EDIT SENSOR LIST

Sensors Connected to Server:
Records Written: 2500

Name Desc/Loc Auto Threshold ThresholdLevel ~ OutputMode  f(MHz)  Reading
0 0

SensorEditor 0-4A 9 92 8 wn N/A 0 N/A

In the middle section of the display is a list of sensors registered to the EHS. There is a line for each
sensor providing the following information.

Name This is the name given to the sensor.

Description A brief description of the sensor, usually specifying location.
MAC address Permanent MAC address of the EtherHound sensor.

IP address Current IP address.

Band RF Band selected (i.e. “United States”).

Auto Threshold States whether the sensor is determining it's own 'trigger' threshold.
Current Threshold  Between 0 and 1000. Current level at which an alert is triggered.
Output Type Either all power readings are transmitted or only alerts.

Status States whether sensor is available and connected to server.
Frequency Last frequency reported by the sensor in MHz.

Value Last power value between 0 and 1000 reported by the sensor.
Last Reading Date and time of last report from sensor.

The bottom of the display reports certain messages such as a sensor being connected, a user being
connected, database being updated, or any errors that may occur in processing.

SENSORS

Each EtherHound sensor must be registered and added to the list of sensors by a user with
administrative access. Registration codes are provided for each sensor in the format of XXXX-XXXX-



XXXX. After registration, data being reported by the sensor will become available to the server and
any user authorized to access that information.

Also, anyone with authorization will be able to adjust the settings of the sensor. See the 'settings'
section of the client application portion of this manual.

Adding a Sensor

To add a sensor, click on 'edit sensor list' from the main display. This can only be accessed by a user
logged in with administrator privileges. When the sensor list is displayed, press the 'add' button.

A dialog box appears showing a lit of MAC addresses and [P addresses found. Match up the MAC
address for the desired sensor and select. Then either select 'register' if you are satisfied with the current
IP address, or 'change IP address and register' if you would like to change the IP address of the sensor.

» Register EtherHound Senso - .LALJ

Register an EtherHound Sensor

Register EtherHound Sensor

MAC Address 00-20-4A-94-E2-49

IP Address 192 168 1

= -
—

A dialog box will then appear which will allow the user to register the new sensor. Enter a name and
description for the sensor and then enter the registration code provided. Press 'submit'. If the
registration code is valid, the sensor has been registered to the database and it's settings and data will
now be available.



Serial Number 300189

Name Security Sensor #12
Description Hallway Sensor

IP Address [192 _ 168 . 1 _ 108
MAC Address 00-20-4A-94-E2-49

Firmware Version

ABCD 1234 EFGH|

SUBMIT

Editing a Sensor

To edit an existing sensor, a user with administrative access selects a sensor from the sensor list, then
presses the 'edit' button. The same dialog box will appear as when the sensor was created.

¥ Sensor List Edito

REGISTERED SENSORS

Name Description Serial Number IP Address MAC Address  Code
SensorEditor 300189 192.168.1.108 00-20-4A-94... XUEZ-T8HY-LH&J




Edit the appropriate fields and then press 'apply' to commit the changes. Press 'cancel' to ignore any
changes.

Deleting a Sensor

To delete a sensor, a user with administrative access simply has to select a sensor from the sensor list,
then press the 'delete' button.

USER ACCOUNTS

Anyone wishing to view information about the EtherHound sensors from a client need to have a user
account. There are user accounts with two different access levels. A basic access level allows a user to
view certain information and data about the sensor network. This level user cannot edit user accounts
or sensor settings.

A user account with administrative access is entitled to any features allowed by a basic account. In
addition, an administrative account can add,edit, or create accounts and can alter sensor settings.

There is a default account created when the database is created for the first time. The user id is “admin”
and the password is “password”. It has an access level of “administrator”. Once a new administrator
account has been created, the default account can be deleted.

Adding a user account

To add a user account, click on 'edit user accounts' from the main display. This can only be accessed by
a user logged in with administrator privileges. When the user account list is displayed, press the 'add’
button.

A dialog box will appear which will allow the user to create a new user account. Enter the new
username and create a password by pressing the 'edit/reset' button. You will be prompted to enter a

password twice.

Enter a valid email address in which to receive alerts (if desired). Choose either 'basic' or
'administrative' access. Finally, choose whether this user is to receive email alerts.

Editing a user account

To edit an existing account, a user with administrative access selects an account from the user account
list, then presses the 'edit' button. The same dialog box will appear as when the account was created.
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User ID

Password EDIT /RESET

Email Address  admin@yourcompany.com

Access Level Administrator

Alert Level Email -

APPLY CANCEL

Edit the appropriate fields and then press 'apply' to commit the changes. Press 'cancel' to ignore any
changes.

Deleting a user account

To delete a user account, a user with administrative access simply has to select an account from the
user account list, then press the 'delete’ button.

DATABASE

The database used to store the information is an SQLite database that can be accessed using basic SQL
commands. There are free applications that can be downloaded to read an SQLite database. Information
for user accounts, sensors, and recorded data are stored in this database.

The filename for this database typically is in the form “ehdata###.hdb”. Back up this information
periodically to prevent any accidental loss of data.

EMAIL ALERTS

Email alerts can be sent to any user accounts who request them. An email will be sent whenever a
sensor has triggered an alert that an active phone has been detected.

Server Settings

The mail server connection must be setup before a user can begin receiving emails. This can be
accomplished by choosing SETTINGS/EMAIL ALERTS from the main menu.
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Use the following settings to send automated email alerts to receipients
designated in the User Account settings.

SMTP Settings

Server Name mail.yourcompany.com

Port 587

User ID email@yourcompany.com

Password yourpassword

[[1 Use SSL

From (email address) email@yourcompany.com|

Fill in each of the fields as though you were setting up information for a SMTP mail server. These
fields include:

Server Name, Port, User ID, Password, SSL (if applicable), and the email address from which the
emails are to be sent.

This information will be used for any user account who wishes to receive alert emails.

CLIENT APPLICATION

Getting Started

Install the client application by running the setup.msi installer from the secure digital card media
provided. This file will be in the EtherHound client folder.

You will be prompted for a username and password upon entering the application. A valid account
must be logged into before any data can be viewed from any sensor.

10



10/14/2011 120254
10/14/2011 120254
10/14/2011 120302

When run for the first time, the IP address for the machine running the server application must be
entered. This can be done by choosing 'connection/IP address' from the main menu.

# Set Server IP Address

IP ADDRESS OF ETHERHOUND SERVER

IP Address |

MAIN DISPLAY

The main display has 4 distinct sections. Under the main menu is a panel with a series of buttons. On
the left are 'real-time' and 'history'. Clicking on the 'real-time' button will highlight the button and
display real-time information as described below. Clicking on the 'history' button will highlight that
button and allow the user to select historical data for viewing as also described below.

On the right-hand side of the panel are the following:

LOGIN/LOGOUT: Use this button to login or logout of the server.

11



SETTINGS: Use this button to access the system and sensor settings.
HELP: Displays information about the application.

Below this panel is the sensor data section. In real-time display mode, current sensor information is
displayed. In history display mode, historical data is shown for the time period selected.

Below the sensor information panel is a panel that reports certain messages regarding information
transacted between the server and client applications.

Finally, the bottom panel shows information regarding the version of the server application and
whether a connection has been made. It also displays the user currently logged in and with what

privileges.

REAL-TIME

Normal Mode

In normal display mode, all of the registered sensors are shown together as individual boxes. Each box
shows:

Last frequency reported

Last power reading (0-1000)
Last trigger threshold reported
Time of last report

The box will be green if the sensor is not currently triggered. The box will become red as readings
above the trigger threshold are reported (sensing a phone in use).

A bar graph showing the last power report is on the right-hand side. It also shows the high and low
watermark readings since the last reset. Last reported threshold is also displayed in the graph.

Showcase Mode

Double-clicking on any of the sensor boxes in normal mode will bring that particular sensor into
showcase mode. The box will be expanded to cover the whole sensor panel. The following information
is then displayed.

Last frequency reported

Last power reading (0-1000)

Last trigger threshold reported

Time of last report

MAC address

IP address

Current band

Whether auto threshold is turned on

Whether the output from the sensor is all data or only data above trigger threshold

12



# Ether Hound. (=D

LOGOUT SETTINGS HELP

RESET WATERMARKS

10/14/2011 120254 R
10/14/2011 120254 Ser
10/14/2011 120302 Ser

A bar graph showing the last power report is on the right-hand side. It also shows the high and low
watermark readings since the last reset. Last reported threshold is also displayed in the graph.

Press the 'reset watermark' button to reset the high and low watermark levels.

HISTORY

Historical data can be retrieved from the database created by the server by entering 'history' mode. This
section can only be accessed by a user logged in with appropriate access.

Generating Reports

When history is selected, a graph will appear with the ability to select a date range. The report
generated shows the frequencies where data has appeared over the given time period.
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Statistic:  Frequencies Detected Time Period:  Today - | Print Report

Frequencies Detected Friday, October 14, 2011
(Frequency in MHz)
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33

Connected to server: EtherHound Server v1.00

admin is logged in with Administrator privileges.

This report can be printed out by choosing the 'print report' button.
SETTINGS
Various settings can be selected by choosing the 'settings' button from the top panel of the application.

Sound

The sound heard when an alert has been triggered can be turned on or off by choosing from this menu
and pressing 'apply setting'.

SOUND

Choose whether to enable or disable sounds generated by this
application.

Sound Off

APPLY
SETTING

DONE ‘
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Band

The operating band of all of the sensors can be selected by choosing from this menu and pressing
'apply setting'. Current bands to choose from include the United States, Europe, and Australia.

BAND SELECTION

Set the band for all of the sensors

Unites States

Europe

Australia

APPLY
SETTING

DONE ‘

Threshold

Pulling up this tab allows the user to choose whether or not to use auto-threshold. When auto threshold
is set for a sensor, the sensor itself will automatically set the trigger threshold to a value by sensing the
noise floor for that particular location.

GLOBAL THRESHOLD

Threshold

Output @ Let sensors automatically select threshold.

© Manually select threshold (between 0 and 1000).

Alert condition when value is above 430

APPLY
SETTING
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If auto-threshold is turned off, the trigger threshold will be set to whatever the user determines between
0 and 1000.

Output

The output of the sensors can be set to report all readings from the sensors (multiple readings per
second). The sensors can also be set to only report values above the currently set trigger threshold. In
this way, the amount of traffic overhead on the network can be reduced.

userserngs .
Sound GLOBAL OUTPUT MODE
Band D

Threshold
Output

© Output only readings above current threshold.

@ Output all readings.

APPLY
SETTING
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