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The Watchhound cell monitor uses a narrow-band/high-selectivity receiver controlled by an on-board 
processor. The Watchhound receiver has a resolution bandwidth of 4 MHz and a square-law detector. The 
receiver can be set to scan multiple up-link frequency bands assigned to North America, the European 
Union, Asia and Australia, as listed in Table 1: 

!
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AAiirr  IInntteerrffaaccee  
TTeecchhnnoollooggyy  

UUpp--LLiinnkk  FFrreeqquueennccyy  BBaanndd  
((MMHHzz))  

North America 

GSM-850,  GSM-900, 
CDMA, Cellular 

824 - 849 

896 - 901 

GSM-1900 / PCS-1900 1850 - 1910 

E.U./Asia/Australia 

E-GSM-900 880 - 915 

GSM 1800 (DCS-1800) 1710.2 - 1784.8 

WCDMA/UMTS   1920 - 1980 

!

The receiver detector output is used to control the state of the following indicators, alerts and electrical 
interfaces: 

1. Height of signal strength bar chart in the monitoring screen (LCD) 
2. visual alert in the monitoring screen (LCD)  
3. frequency of detected signal in the monitoring screen (LCD) 
4. cellphone icon in the monitoring screen (LCD) 
5. natural voice alert 
6. Color of illumination of the mini-trackball (Red/Blue) 
7. dry contact electrical interface (Open/Closed) 

 
The Watchhound unit is normally deployed on a vertical surface (typically a wall) using the mounting 
bracket shipped with the unit as standard accessory.  
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The Watchhound unit can be ordered either with an Integral antenna or with external antenna(s), 
depending on user need(s) and boundary conditions existing at the area(s) of deployment. When ordered 
with the optional Integral antenna, the Watchhound unit will not have an RF input port, hence it cannot 
be connected to an external antenna. Otherwise, the unit will have an RF port (SMA) which can be 
connected to  external antennas (standard Omnidirectional or the optional Directional antennas). Figure 1 
shows the Watchhound unit when deployed with the standard  Omnidirectional antenna.  

When deployed as a stand-alone sensor, the Watchhound unit will display real-time signal strength data 
and alerts on its own LCD. To allow the user to monitor and log alerts of cellphone activity from one or 
more Watchhound units simultaneously using a dedicated PC, BVS has also developed a PC Software 

package available as an optional item. 

)9:,*%&'(&6"7.884,-1&;-97&&1%<$4/%1&=978&78%&27"-1"*1&%>7%*-"$&?@-919*%.794-"$&A-7%--"&

!*+,-)./0012+3)
Figure 2 shows the Watchhound unit and accessories, including its carrying case: 
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The Watchhound package includes the following  standard and optional items: 

!"#$%#&%'(")*+'
Watchhound cell monitor (standard unit)  

Operators Manual 

External AC Power Supply 

Dual band Omnidirectional antenna (SMA plug) 

mini-USB Cable 

Ethernet LAN Cable 

Pelican® Briefcase (black with secure lock and keys) 

Mounting Bracket and Screws 
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Watchhound  cell monitor with Integral Antenna (covert unit) 1 

Directional antenna (SMA plug)2 

PC Software for networking and logging data from multiple Watchhounds via Ethernet 

45#(66%'"&)(788)9%"!#%$)'"!#)&7.($!:#!%")
The Watchhound unit can be powered either via the DC input jack ( 10–40 VDC range) or via its Power 
over Ethernet (PoE) jack (voltage supplied by an Ethernet switch (or router) with a Power over Ethernet 
(PoE) standard port). The unit does not have a power ON/OFF switch, but it will turn on and stay on as 
long as it senses an adequate DC voltage supplied by either one of these two sources. The user does not 
have to do anything when alternating between these two means of powering the unit. Photographs of the 
Watchhound unit and its interfaces appear in Figure 3. The unit has an LCD, a speaker, a lighted mini-
trackball five electrical interfaces and a reset button as listed (see corresponding numbered arrows in 
Figure 3 below): 

1. Liquid Crystal Display (LCD) 

2. Speaker for voice alert 

3. mini-Trackball (lighted) 

4. External Antenna jack (SMA) 

5. DC Power input jack 

6. Ethernet (PoE) jack 

7. mini-USB jack 

8. Dry Contact port 

9. Reset Button (reachable via small hole) 

 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
1! 6/-%&7!+*.7!S)$!*/!>GC!?/&7!5/&!%T7%&*),!:Z!.*?+70!

2! Z/&!+$%!V.7S!$7)*@)&@!+*.7!/*,K0!
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The user interfaces are discussed below in the same sequence: 

82;/23)(<=-*>1)&2-01>=)?8(&@)
See arrow 1 in Figure 3. When the unit is powered, the amber monochrome LCD will display the 
Monitoring Screen (MS) with the last settings the unit had before it was turned off. Thus, if the unit was 
set to detect the North American cell phone bands just before powering off, next time it is powered on the 
LCD will display the Monitoring Screen for the same frequency band, seen in Figure 4: 
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All fields and icons in the LCD have been labeled by arrows “A” through “J” and defined as follows: 

A) Bell icon: turns ON when “Sound” is checked in “EFFECTS ON/OFF” screen (see 
Figure 12 below) 

B) Switch icon: turns ON when “Contact” is checked in “EFFECTS ON/OFF” screen 
(see Figure 12 below) 

C) Frequency band field (US or EU) selectable in “BAND SELECTION” screen (see 
Figure 9 below) 

D) Signal Level reading (0 to 10 bar chart scale) 

E) Cellphone icon: turns ON when Signal Level exceeds setting of  threshold marker  
“T” on bar-chart scale 

F) Bar-Chart Scale (a reading level of 10 units corresponds to approximately -
20dBm of antenna output ; 1unit of level change is equivalent to ~ 6.5 dB) 
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G) Bar-Chart “height” corresponding to detected signal level. When actual level of 
antenna output exceeds about -20dBm, Bar-Chart and corresponding Signal 
Level readings will be clipped to 10 

H) Threshold setting marker (adjustable via the “THRES.” screen in Figure 10 
below) 

I) Center Frequency of Channel occupied by detected signal 

J) Flashing visual alert pattern occupying the right-hand half of the LCD. Activates 
when detected signal level exceeds threshold setting indicated by the horizontal 
position of the threshold marker “T” along the Bar-Chart Scale. 

)

.0+>A+<))
See arrow 2 in Figure 3. When the detected signal level exceeds the pre-set threshold, a voice alert 
message announcing “ Cellphone Detected ! ” is played via this speaker. 

,2B2C#<>DAE>11)?12FG*+3@)
See arrow 3 in Figure 3. The mini-trackball is the only manual-input control device on the Watchhound 
unit. The cursor on the LCD screen is navigated by rolling the ball to the desired location(s) or field(s) 
accessible over the screen. A given field is selected by pressing the ball down to “click”. The mini-trackball 
also provides a visual output to the user by alternating between two colors of illumination:  

1. as long as the unit is powered but no cell(s) are detected, the ball is illuminated 
by a Blue LED 

2. when one or more cell(s) are detected, the ball is is illuminated by a Red LED 
signaling “detection” 

7H*+<B>1)5B*+BB>):I<*)?.95)J>DA@)
See arrow 4 in Figure 3. The SMA type antenna jack is located at the top of the unit, above the LCD 
opening. This connector is used for connecting the external antenna (Omnidirectional or Directional) to 
the input stage of the Watchhound unit receiver3.  

!

&():IK+<)!B0/*)L>DA)
See arrow 5 in Figure 3. The DC output plug of the External AC Power Supply (included in the package is) 
inserted into this port to power the unit (any DC voltage source within 10-40VDC will energize the unit 
adequately). Alternately, the unit may also be powered via the Power over Ethernet (PoE) jack (arrow 6 in 
Figure 3). 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
3! !3S%!/?7./*),!.*7%R&),!)*7%**)!-%&$./*!/5!7S%!B)7QSS/+*@!+*.7!@/%$!*/7!S)-%!7S.$!?/&7$0!
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7*G+<B+*)?:I7@)L>DA)
See arrow 6 in Figure 3. Watchhound unit(s) may be networked over a LAN via this jack to facilitate 
cellphone activity monitoring and data logging using a computer and optional PC Software package. 
Additionally, if connected to an Ethernet switch supporting PoE capability, this port will also deliver DC 
power to the Watchhound unit, eliminating the need for using the AC Power Supply.  

!

,2B2C'.M)J>DA)
See arrow 7 in Figure 3. The mini-USB port is used for a direct connection to a computer  for running the 
PC Software available from BVS as an optional item. 

!

&<=)(IB*>D*):I<*)
See arrow 8 in Figure 3. When activated, this port provides a pair of polarity-insensitive (solid state) 
contacts 4 that are Normally Open. When the detected signal level exceeds the Threshold Setting of the “T” 
marker (see arrow H in Figure 4), the contacts will close and stay closed for as long as the Threshold Level 
is exceeded by signal(s). This port function is activated via the “EFFECTS ON/OFF” screen discussed 
below. When the port is not activated, the contacts will be Open.  

!

$+-+*)M/**IB)
See arrow 9 in Figure 3. The unit can manually be reset by pressing the button reachable via the small 
hole pointed to by arrow 9 in Figure 3. Pulling out and inserting back the DC Input plug will also reset the 
unit, if preferable. 

!
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This section discusses the two levels of menu screens down from the monitoring screen. To perform 
specific functions, the user is referred to “SETUP” below, where the lower-level screens are discussed in 
greater detail.  

After the unit is powered, the LCD will display the Monitoring Screen (MS) seen in Figure 4. The MS is the 
highest-level screen displayed by the unit. To initiate lower level menus or screens, the user needs to 
access the MAIN MENU screen one-level down, as follows: 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
4! !$%%!.*$+,)7./*!,%-%,!V.7S!&%$?%Q7!7/![&/+*@!.*!$?%Q0!$S%%7!4%,/V0!
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The Watchhound unit MAIN MENU (MM) screen (seen in Figure 5) is the highest-level menu. It is 
accessed by clicking down the trackball while the LCD is displaying the Monitoring Screen (MS) seen in 
Figure 4. 

!
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Clicking “Back” in the MM screen will put the unit up in the monitoring state, with LCD displaying the MS 
(Figure 4). The first four items  in the MM screen are:  

.+**2BF-)
Clicking with the triangular cursor to the left of “Settings” in the MM screen (Figure 5) will invoke the 
“SETTINGS” menu seen in Figure 6: 

!

)9:,*%&P(&KD!!EOQK&@%-,&

Selecting “Back” returns the user to the MM. The first three items in the menu allow the user, respectively, 
to: 

a) select either the USA or EU frequency bands (see Table 1 above) for monitoring by the 
Watchhound unit, 
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b) set the signal threshold level for triggering visual and voice alerts and contact closure 

c) adjust extra attenuation (0-30 dB) before the signal enters receiver input stage 

Each of these items are discussed in greater detail below, under the respective headings of “Band 
Selection”, “Threshold” and “Attenuation”.  

7RR+D*)%0*2IB-)
Selecting the “Effect Options” in the MM screen (see Figure 5) will invoke the “EFFECT OPTIONS” menu 
seen in Figure 7: 

!

)9:,*%&R(&D))D3!&?S!E?OK&@%-,&

 

Selecting “Effects On/Off”  allows the user to activate the Voice Alert and/or the Dry Contact Port via a 
lower-level screen titled “EFFECTS  ON / OFF”. Selecting “Volume” allows the user to adjust the volume 
level via a lower-level screen titled “VOLUME”, regardless of whether the Voice Alert is active or not. 
These lower-level screens are discussed below under the respective headings of “Sound”, “Contact” and 
“Volume”. 

 

 

!BRI<,>*2IB)
Selecting “Information” in the MM screen (see Figure 5) will invoke the “PRODUCT INFO” screen 
displaying the Firmware Version Number (1.4 in Figure 8) and Watchhound unit Serial Number (six 
digits to the right of “SN:”) as seen in Figure 8: 
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Selecting “Default Settings” in the MM screen in Figure 5 will restart the Watchhound unit with the 
settings (or, attribute values) listed in Table 2: 

!"#$%&B(&I%F",$7&K%779-:2&

\/.Q%!C,%&7! ;ZZ!

<&K!6/*7)Q7$! ;ZZ!

Z&%J+%*QK!X)*@$! #>C"=!

\/,+(%! "^_]"!

3S&%$S/,@!F%-%,! =!

C77%*+)7./*! 1!@X!

)

.7#':)
Each Watchhound unit must be set up manually. The manual setup is performed in the following  
sequence of steps: 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
A! !>?%Q.5.Q!+*.7!>%&.),!9+(4%&!V.,,!4%!@.$?,)K%@!7/!7S%!&.RS7!/5!d>9ce!.*!Z.R+&%!N0!
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1. Attach one of the external antennas (standard Omnidirectional or the optional Directional 
antenna) to the SMA jack on the unit (see arrow 4 in Figure 3). For units with the Integral 
antenna option this step is skipped. 

2. power the unit either via the PoE jack on the unit, or by inserting the DC output plug from the AC 
Power Supply module into the DC input jack on the unit (see arrow 5 in Figure 3) 6 

3. select the frequency bands (USA or EU) 

4. adjust threshold level 

5. add input attenuation (if needed) 

6. activate voice alert 

7. activate dry contacts 

8. adjust volume (for voice alert) 

 

These settings must be  done manually even if the optional PC Software is deployed for monitoring the 
unit(s). 

These steps are discussed in detail below: 

5B*+BB>)(IBB+D*2IB)
The antenna port (SMA jack) is located just above the LCD when the unit is held in the vertical wall-
mount orientation . Either one of the two antennas (Omnidirectional or Directional) terminate in an SMA 
plug connector and will interface with the SMA jack connector on the unit body (see arrow 4 in Figure 3). 
Generally, the use of the Omnidirectional antenna will be adequate for most sites of installation. However, 
there will be some sites or specific sensor locations in a site where use of Directional antenna(s) will be 
more appropriate because of boundary conditions imposed on the area(s) to be monitored. The criteria to 
be considered for selection between Omnidirectional and Directional antennas are discussed below, under 
the heading of “OPERATION AND USE” 

(IBB+D*2BF)%,B232<+D*2IB>1)5B*+BB>)
Screw the antenna connector at the base of the antenna to the antenna jack on the unit (see left side of 
Figure 1). Use of a wrench to tighten antenna connector may damage unit and/or antenna. Finger-tight 
only -- DO NOT use a wrench. 

(IBB+D*2BF)&2<+D*2IB>1)5B*+BB>)?I0*2IB>1@)
Attaching the Directional antenna to the unit is done in two steps, as follows: 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
6! H/V%&.*R!7S%!+*.7!4%5/&%!Q/**%Q7.*R!7S%!%T7%&*),!)*7%**)!$S/+,@!4%!)-/.@%@0!
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1) attach the Directional antenna to the desired location on a wall (or other vertically oriented 
surface) by driving screws through the two flange holes on the body of the Directional antenna. 
The curved (or, concave) surface (front) of the antenna panel should point away from the wall. 

2) Connect the Directional antenna cable SMA plug end to the SMA jack on the Watchhound unit 
body. Use of a wrench to tighten the antenna connector to the unit may damage the unit and/or 
the antenna connector. Finger-tight only -- DO NOT use a wrench. 

&
3A;!E?OV&
The antenna connector (to the unit SMA port) should be hand-tightened only. Use of a wrench for this 
purpose will result in damage to the unit housing and/or the connector, hence nullify the product 
warranty.  

)

:IK+<2BF)'B2*)
The unit will be powered as soon as DC input is provided by either one of the following sources: 

1. DC output from the External AC Power Supply. To use this source, insert the DC output plug of 
former to the DC in jack of unit (see arrow 5 in Figure 3). 

2. Standard DC supplied by a PoE-capable Ethernet Switch (or Router). To use this source, connect 
unit Ethernet port (see arrow 6 in Figure 3) to a PoE port on switch, using standard Ethernet 
cable segment. 

)

.+1+D*2BF)O<+;/+BD=)M>B3)
Starting from MAIN MENU, select “Settings” to enter the “SETTINGS” screen. Then select “Band 
Selection” to enter the “BAND SELECTION” screen (see Figure 9 below). Then select either “United 
States” or “Europe”. Selecting “Back” returns the user to the MM. 

!



!

!"I!

)9:,*%&W(&0AOI&KDHD3!E?O&2.*%%-&

)

53J/-*2BF)#G<+-GI13)
The Threshold level setting determines the signal level at which the unit will activate visual and voice 
alerts, as well as the Dry Contact port.  

 

To adjust Threshold level: 

 

1. select “Threshold” from the “SETTINGS” screen to go to the “THRES.” screen (see 
Figure 10) 

2. Move the cursor box to the “T” icon,  

3. press ball down,  

4. roll ball up/down to the desired level by observing both position of the “--*” cursor and 
the numerical field to its right (displaying “4.0” in Figure 10) 

5. press ball down 

6. move cursor box to “<--” icon  

7. press ball down to return to the “SETTINGS”screen 

)
!

)9:,*%&'X(&!YUDK(&K.*%%-&
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The purpose of this screen is to allow the user add extra attenuation (0 to 30 dB range) between the 
antenna output and the input to the receiver to avoid overloading the receiver when the signal level at 
antenna output is too high 7.  To get to this screen, select “Settings” from the MAIN MENU screen, once in 
the “SETTINGS” screen, select “Attenuation” to enter the “ATTENUATION” screen seen Figure 11: 

!

!

!
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!

To adjust attenuation, follow: 

1. Move the cursor box to the Elevator icon (second from top right corner in figure 11),  

2. press ball down,  

3. roll ball up/down to the desired value (0-30 dB range) by observing the position of the 
Elevator and the numerical field to its right (displaying “10” in Figure 11) indicating 
attenuation in units of dB 

4. press ball down 

5. move cursor box to “<--” icon  

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
7! !3S.$!Q/*@.7./*!()K!4%!%*Q/+*7%&%@!VS%*!)*!.*P4)*@!$/+&Q%!.$!*%)&!4K!/&f!VS%*!)!-%&K!?/V%&5+,!/+7P/5P
4)*@!$/+&Q%!L$+QS!)$!)!Q%,,!7/V%&!7&)*$(.77.*R!/-%&!@/V*P,.*O!4)*@$M!.$!*%)&!4K0!
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6. press ball down to return to the “SETTINGS”screen 

The maximum attenuation level attainable in this manner is ~ 30 dB, corresponding to a range of about 
4.6 divisions along the signal scale on the left side of Figure 11. 

!

5D*2S>*2BFT&+>D*2S>*2BF)QI2D+)51+<*)
To activate the voice alert, select “Effect Options” from the MM, then select “Effects  On/Off” from the 
“EFFECT OPTIONS” screen to get the “EFFECTS  ON / OFF” screen seen in Figure 12: 

!
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Then follow:   

1. move the triangular cursor to the left of “__ Sound”  

2. push down the ball to insert a check mark to the left of “Sound” as seen in Figure 12.  

3. return to the “EFFECT OPTIONS” screen by pressing  on “Back” 

To deactivate Voice Alert, align cursor with “Sound” and press down ball to remove check mark. 

 

5D*2S>*2BFT&+>D*2S>*2BF)&<=)(IB*>D*-)
To activate the Dry Contacts, select “Effect Options” from the MM, then select “Effects  On/Off” from the 
“EFFECT OPTIONS” screen to get to the “EFFECTS  ON / OFF” screen seen in Figure 12. Then, 
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1. move the triangular cursor to the left of “__ Contact” 

2. push down the ball to insert a check mark to the left of “Contact” as seen in Figure 12. 

3. return to the “EFFECT OPTIONS” screen by pressing  on “Back” 

To deactivate Dry Contact port, align cursor with “Contact” and press down ball to remove the check 
mark. 

 

!
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From the  EFFECT OPTIONS menu select  “Volume” to obtain the VOLUME screen (see Figure 13): 

!

!
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Then follow: 

1. select the Elevator icon (second icon from top right hand corner) by pushing down ball.  

2. adjust volume by rolling the ball up/down as desired, 

3. push down ball to click, 

4. move box cursor on the left-arrow “�” icon (at top right corner in Figure 13) and push ball down 
to return to “EFFECT OPTIONS” screen 

5. return to “MAIN MENU” screen by pressing ball on “Back” 

The Voice Alert Volume may be adjusted regardless of whether Voice Alert is activated or not. 



!

!2"!

%:7$5#!%")U)'.7)

P+B+<>1)P/23+12B+-)RI<)PII3).2FB>1)$+D+0*2IB)
The Watchhound unit should be kept at about waist to ceiling height from the floor, and at least one foot 
(but preferably more) away from large metal obstructions or surfaces (reflecting metal walls, heavy steel 
structural elements, metal-wire screens, etc.). The unit should not be used while the antenna (internal or 
external) is contained by bags or enclosures made of metal, carbon or other RF energy absorbing or 
shielding materials; doing so will seriously degrade performance. These criteria are listed in Table 2 
below: 
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To monitor large inner spaces with no significant reflecting/metallic objects or boundaries, the 
Omnidirectional antenna should be used for uniform sensitivity over 180 degrees of azimuth (if wall-
mounted) or 360 degrees of azimuth (if ceiling-mounted). 

To monitor inner spaces with significant boundaries or reflecting surfaces, the Directional antenna should 
be used to selectively enhance sensitivity in a preferred direction, or to reduce sensitivity in  directions 
from which reflections are expected to be generated. For example, when monitoring a long corridor, the 
Directional antenna would be very adequate for detecting cellphone signals propagating along the 
longitudinal axis of the corridor, whereas the Omnidirectional antenna would not work as well for the 
same signal(s). Conversely, for an open inner space without significant reflectors or obstructions, the 
Directional antenna would miss signals propagating perpendicular to the “preferred” direction of the 
former, that would otherwise be detected by the Omnidirectional antenna. 

Deployment of the Omnidirectional, Directional and Integral antennas is discussed next: 

&+01I=2BF)*G+)%,B232<+D*2IB>1)5B*+BB>)
The Watchhound unit comes with an Omnidirectional antenna of 3dBi Gain as standard accessory (see 
Figure 14).  
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To have uniform sensitivity in all directions in the horizontal plane, the antenna should point either up or 
down. To detect and monitor cellphone use in a confined space with no significant metallic objects and/or 
reflecting surfaces, place the Watchhound unit at shoulder to ceiling height from the floor, away from 
obstructions. The Omnidirectional antenna may be deployed with the Watchhound unit mounted on a 
non-reflecting wall or a ceiling: 

1. Wall Mounted for uniform sensitivity over 180 degree of azimuth (antenna vertical with 
tip pointing up) 

2. ceiling Mounted for uniform sensitivity over 360 degree of azimuth (antenna vertical with 
tip pointing down) 

)
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The Directional antenna should be mounted on a vertical surface at about shoulder height from the floor. 
This antenna can be supported by its integral flange (see Figure 15) which has two holes for deploying 
fasteners . The antenna cable has an SMA plug for connection to the SMA jack on the standard unit. The 
Directional antenna output will be maximum (corresponding to ~10dBi Gain) when the imaginary line 
connecting the antenna to the expected source is approximately perpendicular to the plane defined by the 
flat face of the DF antenna panel. 
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 Sources 45 to 90 degrees away from the “preferred direction” of the DF antenna will produce 
substantially diminished antenna outputs. 
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The integral antenna is basically a 1/4 wave monopole oriented along the longest dimension of the 
Watchhound unit. As such, when the longest dimension of the unit is oriented vertically with respect to 
the floor (up or down), the integral antenna will have uniform sensitivity in the azimuth plane. If the 
longest dimension of the unit integral antenna is oriented parallel to the floor, the integral antenna will 
have slightly higher sensitivity (3dBi at most) to sources lying along the perpendicular line away from   the 
front face of the unit.  
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At a high level, this software allows the Watchhound unit alerts and outputs to be displayed, monitored 
and logged on a PC for one or more units, in real time. The following functions are performed: 
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